We propose an easy implementable prepare-and-measure protocol for robust quantum key distribution with photon polarization. The protocol is fault tolerant against collective random unitary channel noise. The protocol does not need any collective quantum measurement or quantum memory. A security proof and a specific linear optical realization using spontaneous parametric down conversion are given.
1
Introduction. Quantum key distribution (QKD) [1, 2] is one of the most important application of the subject of quantum information. In constrast to classical cryptography, the security of QKD is guaranteed by elementary principles of quantum mechanics, and therefore the unconditional security can be achieved. For security, we have to distill out a shorter final key, since Eavesdropper (Eve) may pretend her disturbance to be the noise from the physical channel. If the noise is too large, no final key can be obtained. To overcome this, one needs to design new fault tolerant protocols or new physical realizations for quantum key distribution. There are two approaches two this problem: one is to find a new protocol which raises the threshold of channel noise unconditionally, such as the protocol with 2 way classical communications [3, 4, 5] ; the other way is first to study the noise pattern and then find a way to remove or decrease the noise itself, such as the various method to cancel the collective errors [6, 7, 8] . So far there are various realizations using either the phase-coding [2, 18] or the polarization information of single photons [19, 20] . Those protocols using the phase-coding requires collective measurement at Bob's side. There are also proposals to remove the collective random unitary noise from the channel [6, 7, 8] .
Here we raise a new proposal to reduce the channel errors, or, equivalently, to raise the noise threshold. Our method does not require Bob to take any collective measurement. Our method is based on the widely accepted assumptions that the flipping errors of polarization (mainly) come from the random rotation by the fiber or the molecules in the air, with the degree of the rotation fluctuating randomly. Also, if several qubits are transmitted simultaneously and they are spatially close to each other, the random unitaries to each of them must be identical, i.e., the error of the physical channel is collective.
Main Idea. Consider an arbitrary collective random unitary U which satisfies U|0 = cos θ|0 + e iφ sin θ|1 ;
Here |0 , |1 represent for horizontal and vertical polarization states respectively. Note that the parameters ∆, φ and θ fluctuate with time, therefore one has no way to make unitary compensation to a single qubit. However, the channel unitary error is a type of collective error to all qubits sent simultaneously, therefore it is possible to send qubits robustly because the collective errors on different qubits may cancel each other. With such type of collective unitary errors, we shall take the QKD in the subspace of two-qubit state of
In particular, we let Alice prepare and send Bob two-qubit states randomly chosen from will also take the following effects:
Since the states outside the subspace S will be discarded, the net flipping between rate between |01 and |10 (bit-flip rate) r b = sin 4 θ cos 4 θ+sin 4 θ . Therefore, if the average rotating angle is small, the flipping rate r b will be also small. (If we directly use BB84 protocol, the bit-flip rate is sin 2 θ, one magnitude order larger than ours.) Moreover, in the ideal case that all flips come from the random rotation, since the phase-flip rate is zero, one can always distill some bits of final key provided that r b = 1/2. The key rate is 1 + r b log 2 r b + (1 − r b ) log 2 (1 − r b ).
Note that if r b > 1/2 one can simply reverse all bit values given by |01 and |10 and also distill some bits of final key. In practice, if θ does not change too fast, we can divide the data into many blocks, say, each block contains the data with several seconds. We inverse the bit-values of those blocks with larger than 1/2 error rate after the decoding. Note that we assume the phase-flip error to be always very small by our protocol.
Boileau et al [8] has proposed a protocol with the collective random unitary error model recently. Our work differs from ref. [8] in the following aspects: 1). The main idea is different. Ref. [8] uses the fact that state |ψ
(|01 − |10 ) is invariant under whatever rotations therefore the linear combinations of a few |ψ − at different positions will work robustly. We use a subspace of two qubit state. Our states are not always invariant under random rotations, however, the randomly rotation can drive the original state out of the specific subspace and never or rarely switch any two states inside the subspace. After Bob discards all those transmitted codes outside subspace S, the phase-flip error will be totally removed and the bit flip error will be significantly decreased. 2). The method is different.
The protocol given by Boileau et al requires 3-qubit or 4-qubit entangled states, which could be technically difficult by currently existing technology. Our protocol only requires 2-qubit states which can be produced effectively. 3). The result is different. Since our protocol is
, we don't have to worry about the channel loss in practice. Boileau's protocol is likely to be undermined by the channel loss, since it is B92-like [9, 10] . In practice, the lossy rate for their protocol could be very high. Since they use at least 3 qubits to encode one, the joint survival rate is very low.
Protocol 1 and Security Proof. For clarity, we now give a protocol with collective measurements first and then reduce it to a practically feasible protocol without any collective measurements. Obviously, BB84 protocol with attackÂ ′ is identical to Protocol 1 with attackÂ. To Alice and Bob, BB84 protocol with Eve's attackÂ ′ is just a BB84 protocol with a lossy channel.
(Eve must discard some codes in the error rejection step.) Therefore Protocol 1 must be secure, since BB84 protocol is unconditional secure even with a lossy channel. for Alice herself, no one else can see whether the two-qubit codes in transmission are directly produced or the encoding result from BB84 states. One may simply produce the states of those 2-qubit codes by the spontaneous parametric down conversion [13, 14] . Second, in the decoding and error rejection step, Bob can carry out the task by post-selection. For all those codes originally in state |01 or |10 , Bob can simply take local measurements in Z basis to each qubits and then discard those outcome of |0 ⊗ |0 or |1 ⊗ |1 and only accepts the outcome |0 ⊗ |1 which is regarded as a bit value 0 and |1 ⊗ |0 which is regarded as bit value 1. The net flipping rate between |01 and |10 is regarded as bit-flip rate. The non-trivial point is the phase-flip rate, i.e., the net flipping rate between states |ψ ± . Note that all these codes only take the role of indicating the phase-flip rate, we don't have to know explicitly which one is flipped and which one is not flipped. Instead, we only need to know the average flipping rate between |ψ ± . To obtain such information, we actually don't have to really carry out the error rejection and decoding steps to each of these codes. 
after the Bell measurements, we conclude that the channel flipping rate of |ψ
. This rate is equivalent to the flipping rate of |+ −→ |− in BB84
protocol. Note that the rate of q φ ± have been excluded here since their corresponding states are outside of the subspace S and should be discarded by our protocol.
Bell measurement is not the unique way to see the distribution over 4 Bell states for a set of states. We can also simply divide the set into 3 subsets and take collective measurements (|0 ± i|1 )}.) Note that here classical statistics works perfectly because all these collective measurements commute [15, 16] . These collective measurements can be simply replaced by local measurements to each qubits since once we have done the results of local measurements of Z ⊗Z, X ⊗X, Y ⊗Y we know the parity information. (In this paper, Z ⊗ Z represents a local measurement to each qubit in Z basis; ZZ represents a collective measurement for the parity in Z basis.)
Before going into the reduced protocol, we show the explicit relationship between the phase-flip rate and the local measurement results. Note that Bob has randomly divided all the received 2-qubit codes into 3 subsets and he will take local measurement Z ⊗ Z, X ⊗ X, Y ⊗ Y to each of the qubits of each codes in subset 1,2,3, respectively. Consider all ψ − codes first. Denote ǫ z , ǫ x , ǫ y for the rate of wrong outcome for ψ − codes in subset 1,2,3, respectively, i.e. the rate of codes whose two qubit has the same bit values in basis Z, X, Y , respectively. Given values ǫ z,x,y we immediately have
Our aim is only to see the flipping rate from |ψ − to |ψ + , other types of errors are discarded since they have gone out of the given subspace S. The net flipping rate from |ψ − to |ψ + is
In a similar way we can also have the formular for the value of t ψ + →ψ − , the flipping rate from |ψ + to |ψ − :
Here ǫ ′ x,y,z are rate of wrong outcome in local measurement basis X ⊗ X, Y ⊗ Y, Z ⊗ Z, respectively, to all codes originally in |ψ + . The total phase-flip error is
Protocol 1 is now replaced by the following practically feasible protocol without any collective measurement: than Z ⊗ Z. They also discard all codes outside the subspace S. 5: Error test. To all the survived results, they announce some bit values of codes originally in |ψ + or |ψ − .
From the announced results they can calculate the phase-flip rate by formula (11) . They can also estimate the bit-flip rate by annoucing some results of those survived codes which are originally in |01 or |10 . 6: Final key distillation. Alice and Bob distill the final key from the remianed "Z bits" by using the classical CSS code [12] . (Since they only use "Z bits" for final key distillation, Alice can choose "Z basis" more frequently than "X basis"
in Step 1.)
Physical Realization of Protocol 2. There are two parts in the realization. One is the source for the required 4 different 2-qubit states at Alice's side. The other is the measurement device at Bob's side. Both of them can be realized with simple linear optical devices.
The requested source states can be generated by SPDC process [13, 14] as shown in figure   1 . The measurement with random basis at Bob's side can be done by a polarizing beam splitter(PBS) and a rotator driven electrically, as shown in figure 2.
Another protocol for robust QKD with swinging objects. In some cases, especially in free space, the dispersion can be small while the random rotation angle θ can be large. We consider the extreme case that φ in unitary U is 0, or otherwise can be compensated to almost 0, but θ is random and can be arbitrarily large. Concluding remark. We have given a robust QKD protocol in polarization space given that the collective random unitaries are dominant channels errors. Our protocol can obviously be extended to the 6-state-like protocol [17] if we add one more candidate state of
(|0 ±i|1 )in the source.
